The Mathematics of Internet Security

The Internet is a transformative network that is an integral part of our daily lives—but, unfortunately, its
use involves many security challenges. With roots in abstract mathematics, some new and some very old,
a tree of technologies (cryptosystems and authentication schemes) has grown to meet evolving threats.
As users of the Internet, we routinely enjoy this tree’s fruits and may not appreciate their origins.

Mathematics helps protect against evolving threats
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Cryptosystems aim to force

an eavesdropper to solve
intractable problems that often
involve large numbers while
the intended users simply
verify known solutions. These
intractable problems include
finding the shortest vector in

a lattice (1998) and decoding
random linear codes (1978).

elliptic curves

An elliptic curve over a
finite field is a simplified
solution set to a polynomial
equation. In the 1980s, it
was noticed that translating
cryptographic algorithms
into this setting allowed the
use of smaller numbers
while achieving the same
level of security.

inequalities

Concentration inequalities,
such as Bernstein’s Inequa-
lities (ca. 1930), are used to
analyze the security of crypto-
systems. These limit the
chances that a random varia-
ble, a quantity that changes
upon repeated measurements,
is significantly different from
what is expected.

number theory

This field studies ways to use
computers to solve arithmetic
problems. The RSA crypto-
system uses the unique prime
factorizations of numbers

(ca. 300 BCE) and Euler’s
theorem (1763), and its
security relies on the obstacle
of identifying such factors for
select large numbers.

geometry

Structured collections of
points called lattices are
useful settings for crypto-
systems and problems

in cryptology. Lattices

in high dimensions were
used to create the first
proof-of-concept system
for homomorphic encryp-
tion (2009).
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